MILL

Product Guide

What is Sawmill

Sawmill is a highly sophisticated and flexible analysis and reporting tool. It can read text log files from over 800 different
sources and analyse their content. Once analyzed it can produce detailed and informative reports (graphs, pie charts,
tables, alerts etc.) based on the data they contain. Sawmill can also provide deductive reporting by the addition of
computed columns which can be sorted/ compared to look-up tables of external or independently provided data to
produce realisable and actionable data. In this way Sawmill can extend its application and usefulness in the areas of true
highvaluel y I t @ iA0&a FyR WodzaAySaa GAYSQ LW AOlIGAZ2Y A

Who uses Sawmill

Sawmill is used by every type of organisation with a need to understand and monitor what is happening within their
organisation. Traffic to and through their web site, traffic via their firewall for security monitoring and bandwidth/capacity
management, monitoring outbound (employee) web visits via a proxy server, keeping track of mail server loading and
usage, or for monitoring video and audio delivery quality from a streaming media server. These are just a few of the
thousands of different applications that Sawmill contributes to in every country of the world. Use of Sawmill can be
personal, or it can be as a service (SaaS). We estimate the combined installed base of Sawmill, both legitimate and non-
legitimate, to be well in excess of 200,000 copies worldwide. This makes Sawmill perhaps the most installed analytics
product to date.

Which version of Sawmill
All Sawmill products host on all platforms (Unix, Linux, Windows, Macintosh) and all versions support all log file formats.
The family of Sawmill solutions is as follows:

Sawmill Lite limited to a single profile and with minimal configuration options. This low cost entry level solution is
ideal for the person wanting straightforward access to his reports without too many configuration options

SawmillProfessional supporting 1-unlimited profiles Sawmill Professional edition is a fully configurable product with
live data reporting and report drill down (zooming). Sawmill Professional can only make use of the proprietary
integrated Sawmill database, with no external database options. Sawmill Professional is ideal for all sizes of users and
all projects that do not require the use of an industry standard SQL database.

Sawmill Enterprise with support for external SQL databases (Oracle, MySQL, MS SQL-Server) and a powerful User
Policy Manager (Role Based Access Control system), optional real-time reporting and alerting, multi-processor
support, cluster/HA support, Sawmill Enterprise is an enterprise wide tool for the largest of applications and
international organisations

SawmillAdvantages

Universality - the ability to analyse any text based log file (850+ currently supported)
StandardReporting Interface- use anywhere for consistency of operation & skill deployment
Single skilling- train employees once to perform any analysis task, lower risk of skill loss
Flexibility - runs on Unix, Linux, Mac, Windows, or any other compiled platform
Customisgtion - complete user interface customisation with Enterprise Edition

Live data- Sawmill reports generated new for every request
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#  Reportdrill-down (zooming) - drill down through the data to the lowest level

@ Scalability - can process gigabytes of logs per day (hardware & log complexity permitting)
# Real Time operation database updated with every line of log file (Enterprise Edition only)
# Cost Effective- low investment price, highest functionality for your $$$

Where can Sawmillbe Installed

Sawmill can be installed and hosted on any of the following systems: Unix, Linux, Windows, Macintosh, VM.  Binaries for
many different platforms are available for selection at time of download, plus an encrypted version of the source code is
also available for self-compiling to new platforms. The hosting platform can be a standalone server, a PC, or it can be the
server being analyzed, but our recommendation is a separate statistics server and a separate licensed copy of Sawmill for
each major task or project.
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How does 8wmill access log file

Onced A @Sy (i KS WL (dakb@anyivlerein kh& wotldp SAwmill vifl éBtéamatically fetch and parse the logs into
a database for processing of reports and subsequent publishing. Each Sawmill profile can access a single source containing
a single log file format; however Sawmill can run many profiles concurrently allowing Sawmill to analyse many different
systems and different log formats. Reports can be viewed by using a standard browser from anywhere in the world
without need of an agent of any sort.

Updatingto a later version
Depending on the version you are updating from most, if not all, settings profiles and databases can be imported into a
new installation. For a detailed explanation visit this page on our site: http://tinyurl.com/mym9er

What is aFormat
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device or software package producing the logs. Each log format is different, from the fields and the data contained to the
structure itself. Nothing is common and there are no authoritative or wide ranging international standards governing the
structure of log files. Established log formats can be changed (by the OEM) without warning, and often are, leaving users
with an instant problem. Sawmill has over 850 plug-ins developed to read and interpret each type of log file. Support for
new log formats (or formats that have been modified by the OEM) can be accomplished quite quickly by developing a new
plug-in or by modifying an existing plug-in.
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Who develops Format Plums

Plug-ins are typically developed by us for a small fee, but experienced users can do this for themselves if they wish. Users
wishing to take advantage of the plug-in development service offered by SAWMILL ANALYTICS should forward a sample of
the log file for testing to: sales@sawmill.co.uk

What is a Profile

A Sawmill Profile is a configuration file the user creates when he wants to analyse and report on log data, or report on the
alFYS £23 RIFEGE (2 ONS ICigafing & ProjilSisinot gtéytaraniing. 2A Ptk is €iipy th&ibormation
Sawmill needs to process and create the analysis/report you require and a wizard is available to help you. An existing
profile can be edited, duplicated, re-named or deleted. However if a profile is working well and is to be re-used at a later
date then before re-writing or editing that profile for a new task we would recommend the purchase of additional Profiles.

Who writes Profiles
A Sawmill profile is a user feature. New profiles are typically created by a user and a wizard is available in the product to
guide the user through this process. A consultancy services for the development of profiles is available on request

How Many Profiles will | need

Deciding on the number of profiles needed is the first task for prospective customers. A profile can access and process a
single log file of a single format, from one or from multiple sources, and then produce a report that can be scheduled to run
at regular intervals (daily, weekly, monthly etc.)

Best Operational Practice

Sawmill can run multiple profiles, in fact the only theoretical limit is the capability of the system hardware running Sawmill.
TKS WLIS NJ I(firofilkstruBnidg o @sigle copy) drops significantly with volume therefore it is attractive to load a
single copy of Sawmill with new projects and add more profiles. This works fine until the hardware becomes a limitation, at
which time you will need to invest in ever larger and faster hard disks and memory and enhanced processors, perhaps even
changing to longer word length processors and operating systems. Building more and more powerful systems to handle
ever increasing log files puts overall system resilience at risk, with the accompanying risk of total failure. Our best practice
advice is to run each analysis project on a separately licensed copy of Sawmill. The user may then make his own decision to
run multiple licensed copies of Sawmill on a single system, or on separate systems, or utilise a phased approach, moving
copies to separate hardware platforms as the need arises. This way projects are separated, their resources are separated,
and scalability and resilience are protected while reducing overall risk. Additional hardware requirements are easily
supplied on a new platform without having to disturb an existing installation that is working fine.

Sawmill Licensing

The standard license allows a single copy of Sawmill to be installed in one location. Profiles purchased for that copy reduce

in price in relation to the number of profiles, and profiles can be added later. Multiple licensed copies may also be
purchased with structured licensing to take account of the total number of licenses and profiles in a given customer
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size of the log files. The number of profiles is the only metric governing licensing and prices.

Live Data/Live Reportég Drill Down (Zooming)

Besides the many features that make Sawmill uniqgue and attractive, features such as universality/
flexibility/customizability, a major feature is live reporting, where reports are re-calculated with every request ensuring
data is always up-to-date. Live data also empowers instant filtering and dynamic drill-down (zooming) to the lowest
possible level, to the originating log files if possible. By comparison, competing products typically offer static html reports,
reports that allow no investigative drill-down, or at best a drill-down of one layer that is little more than an alternative view
of the same data. Static reports require much less processing power but the trade-off is none interactive data that with
every passing hour is more out of date. Users of such products have to make do with the same report and the same data
view until the report is run again, typically the next day or the next week.
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Target Marketsfor Sawmill
As already stated Sawmill can analyze any text based log file of any format, all that is required is a plug-in to interpret the
log format and the log file can be read, analyzed and reported. TK S O dzZNNBy (i W06 Aa@milfae & Solowsy | NJ S G &

Web Analytics monitoring and reporting on web visitor traffic, site effectiveness, marketing ROI, online sales and so
on

Security Analytics, monitoring firewall and proxy traffic by user, by resource, by protocol, by time, by destination etc.
Including alerts and attempted break-ins etc.

Mail Server Analytics monitoring and reporting/alerting on emails sent and received, from/to, date/time/volume
etc.

Sreaming Media Analytics monitoring and reporting on requests and requestors, quality of service, elapsed time
viewed or listened, and the provision of data for the purpose of invoicing etc.

ComplianceMonitoring & Reporting, file accesses and file integrity monitoring. Sawmill will report separately for
authorized and non-authorized users, and can alert based on simple (single event) or complex (multi-event/time)
scenarios.

What size of Log Files can Sawmill process

There is no definitive limit. A simple and relatively small task can take a long time if attempted on an underpowered
system. On the other hand massive amounts of available processing power may make no difference to the time it takes to
import and build a database and produce the reports if the captured log data is complex, and has not been filtered to
eliminate un-required data from the log files.

What Platforms areeecommended
Linux/Unix on Intel or AMD processors are ideal, with Windows and Solaris on Intel/ AMD also perfectly good. Sawmill is
also installable in a virtual machine environment.

Which Database should | use
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Sawmill products support the internal Sawmill proprietary database which scales superbly and is very fast, being designed
especially for Sawmill. Although it has a query interface (using a subset of SQL) it is not an SQL or relational database. If an

industry standard database is not a mandatory requirement then the internal Sawmill database is an excellent choice;

handling very large log files in excess of 1GB per day, and potentially without limit. On the other hand it may be important

for company standards reasons, or for the use of third party query and reporting tools, to use an industry standard SQL

database such as ORACLE or SQL-SERVER, or MySQL. Sawmill Enterprise supports all of these databases.

Hardware sizindor the Sawmill Server
Please refer to the system sizing guide here:  http://tinyurl.com/n55cux

Importing Log Data & Building the Database

When importing log data and building a database the first thing Sawmill does is to parse the raw log data, and in so doing
the resulting database typically finishes much larger than the raw log data. This happens for very valuable and constructive
reasons ¢ like dramatically speeding up report production and enabling such advanced features as dynamic filtering and live
report drill-down etc. In order to do this Sawmill needs to first understand how data is interrelated within the log file. This
is not apparent from the unstructured raw data, so Sawmill offers the default option of including xrefs and indices while
creating (building) the database. The advantage of doing this at data base build time is that it only has to be done once.
The inclusion of xrefs and indices dramatically speeds up report production, but it slows down the database build times and
creates a bigger database, demanding more disk space. The default set-up is to include xrefs and indices in the database,
but the user can always override this and remove xrefs and indices from being created and added into the database at his
discretion.
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How big is the uncompressefatabase

With xrefs and indices included for rapid report production we have seen uncompressed databases grow between 2x ¢ 10x
that of the original log file. Our general advice is to use a fast hard disk drive, with enough space for both the database and
the raw log files when aggregated over the retention period.

ClusterProcessingnd High Availability

Sawmill can be operated in a cluster where multiple copies process and produce identical reports based on the same
dataset/database. Full details are contained on our website at: http://tinyurl.com/ncyc8r  Adding a Load Balancer in
front of a cluster will create a high availability cluster, diverting traffic away from failed nodes to live nodes

Publishing of Sawmill Reports
Sawmill contains its own dedicated web server for publishing of reports (Webserver mode), or it can make use of any other
web server (CGI mode). It should be noted that CGI mode supports all the features of the host web server.

Sawmill CustomizatiorRights
Customization rights are granted and defined by the Sawmill EULA and summarised below. The EULA should be consulted
at all times when modification of the user interface is being considered

Sawmill Litedoes not allow customization of the user interface

Sawmill Professionadllows the text attributes (colour, fonts etc.) to be modified. Two areas of the user interface are

also made available for the placement2 ¥ Wg KA GS fF6SfQ t232a 2N 20 KSNJ AN LK
Sawmill Enterpriseallows the total customization of almost everything on the user interface, attributes, placement,

and content ¢ everything except the Sawmill logo and the copyright notice which must remain visible and in the

location as originally placed on the user interface

Technicak ProductSupport

Sandard Support - Free for the first 12 months. Standard Support provides basic email support plus free access
to minor releases and maintenance releases

Premium CareSupport - Annual Subscription service. Premium Care support provides expedited and prioritised
support by email and telephone, plus free access to all major releases.

SpeciaPlug-in Development -  providing consultancy support for new or modified log formats
SpecialProfile Development -  providing consultancy support for the development of new or customer-specific
reports

Installation andConsultancy ¢ on site or in-house consultancy services
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Examples of usg Sawmill Profiles

Example 1 - Individual and secure(able) dashboard report for each Domain

Log Ffle Profile 1 Domain 1
Domain 1 Report

Log File Domain 2
Combined Log Filter Domain 2

Profile 2 Report

Log File (by domains) X X
Log File Profile 3 Domain 3

Domain 3 Report

Domain 4 Log F_ile Profile 4 Domain 4
Domain 4 Report

Example 2 - One report containing all data, with reports on Domains created by
using report filters (note that viewers can still see data on every Domain)

Full Report
+ Filter

Report Full Report
Single Filter + Filter

Log File Profile

Report Full Report
Filter +Filter

Domain 4 Full Report
+Filter
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Example 3 - Multi-discipline project requiring 5 profiles

Report 1 ;
Profile 1 .—’ Web Server complete {overview) Report
Profile 2 Web Server Dashboard Report
Report 3 . X
Profile 3 _’ Firewall Traffic Report
pm"v Profile 4 Proxy (Outbound) Traffic Report
Server
m’ Profile 5 Mail Server Report (who, where, when, what)

Example 4 - Single log format/multi-server project requiring 5 profiles

Management Dashboard

Log
Format A Marketing Dashboard

Single
Log File
( single format )

Log Sales Dashboard

Format A

Security Dashboard
Log
Format A

Webmaster complete (overview) Report

Example 5 - Streaming Media server serving 500 clients

Report 1 Client 1 Report

!

Streaming
Media Server

Single Log
File

Report 500 Client 500 Report
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